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2% BEYOND GNSS vulnerabilities

® Received GNSS signals are extremely weak, like a
100W light bulb flying at a height of 20 000 km

®* Pseudo random code on carrier wave

1 0 1 1 0 1 0

Binary code PRN

VAVAMAMARARMANY

Carier wave

BPSK modulated signal

® GNSS blocking or GNSS jamming or GNSS
iInterference
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Russian GPS jammer (1997)

SBEYOND

®* For military purposes
® Operating range: 150-200 km

National Air Intelligence Center. AIA Unclassified

¢ Output power: 4 W
®  Weight: 5-10 kg

Unclassifled 7737015697 F-186601

http://www.qgsl.net/n9zia/wireless/gps jam-pics.html
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ﬂg-"": Low-cost GPS jammers
SBEVOND

® For civil usage

® Limited effective range, < 10 m (?)

®* To block navigation system of a car

*  Why?
- To steal a carr,
- to hide the vehicle from the dispatchers,
- To avoid paying toll,

®  Multi device: GSM, wifi, GPS

® Easy to buy on the black market -
(Internet)
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%BEYOND y Effective range, everyday GNSS
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2nd test: Effective range, professional GNSS
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EGNSS OnEU & multimodal Domains
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%BEYONB Effective range, professional GNSS
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%BEYOND 3rd test: Guided exercise with DINTEL .
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Location of BME EGNOS monitor station
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Detected interference events

Building EGNSS capacitY On EU & Neighbouring multimodal Domains

/

Frequency of interference ewvents
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BEYOND Examples of detected interference events
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Building EGNSS capacitY On EU & Neighbouring multimodal Domains /
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Building EGNSS capacitY On EU & Neighbouring multimodal Domains

SNR during an interference event

SNR [dB-Hz]

SNR [dB-Hz]

SNR [dB-Hz]

SNR [dB-H
[ B z]

0 50
40
300 30
E0 60 30
10
50 50 2o
[y e p— ; i 1
40 | g o UL RPRVEER PV LS S " s
! 28
30 3 30 8
24
20 £ 20 \
b 270 L1 90
10 prn=13 10 prr=18 15 045 30 45 60 75 90
\
0 0
09:00  09:10  09:20 09:30  09:40 09:50  10:00 09:00  09:10  ©09:20  09:30  09:40  09:50  10:(n 12
GPS time [h:m] GPS time [h:m] 240, 204, K 120
E0 B0 210705 150
50 50 180
0 T 90 WNWWWW
30 2 =0
20 x 20
(2]
10 prr=1s 10 prn=13
o 0
03:00 09:10 03:20  03:30  03:40  03:50  10:00 09:00  09:10  09:20  09:30  03:40  03:50  10:00
GPS time [h:im] GPS time [him]
1] a0
18] 50
40 Wt F § 40 WW’VW“”T“M
1
30 T 30
20 £ 20
(w2}
10 prn=17 10 prr=24
0 0
03:00  03:10  09:20  03:30  09:40  03:50  10:00 09:00  09:10  09:20  09:30 09:40  ©9:50  10:00
GPS time [him] GPS time [him]
7\.‘
P HORIZ(@N 2020
A;
J Final User Forum 14/15 June 2017 13



&% BEVYOND Performance during an interference event

Building EGNSS capacitY On EU & Neighbouring multimodal Domains / 1 0
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s Performance during an interference event
& BEVOND : '

® Another example at BME EGNOS monitor station
(218t February 2017)

® No SBAS PA position for a short period

Building EGNSS capaci
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& BEYOND

Building EGNSS capacitY On EU & Neighbouring multimodal Domains

WPE [ml

50
48
46
44
42
40
38
36
34
32
30
28
26
24
22
20
18
16
14
12
10

g
]
4t
z
o

® Right after the event: less satellites used, higher DOP

Performance during an interference event

and higher vertical protection level
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Building EGN!

s Summar
2= BEYOND .

/

A low cost GPS jammer can block everyday GPS within
10 m.

It has effect on professional GNSS receivers even in
170 m range.

Several interference events have been detected at BME
EGNOS monitor station. Their source has not yet been
proven, but these events might be caused by low cost
GPS jammers installed in vehicles passing nearby.

Outage in positioning may take up to a few minutes
due to the initialization of smoothing.
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Thank you

Bence TAKACS
takacs.bence@epito.bme.hu
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